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Top Breaches in 2022



Ransomware

• Malicious software that encrypts your data.

• Often requires a very large payment

• Payments are never guaranteed to result in release of your data



Use of Stolen Credentials

• Via Brute-force attacks

• Via Malware

• Reused passwords from other sites

• Social attacks (phishing and pretexting)



Phishing

• Emails asking for information or credentials to be used 
maliciously later on commonly disguised as:
• Invoices

• Business partners

• Telephone calls

• Criminal call centers

• Social Engineering



Phishing (cont.)

• Guaranteed!

• 24/7 Service

• Expedited

• “Any features you dream”



Pretexting

• The “human version” of phishing

• Mostly Impersonating:
• Partners

• Bank employees

• A superior in your own organization

• The main goals are:
• Get banking information

• Get a payment

• Etc.



Misconfigurations

• Firewall Rules

• Unpatched Systems

• Antivirus without updates

• Windows / Linux OS Updates

• Mobile Device OS Updates

• Exposed to:
• Trojans
• Exploits



How do you know you’re compromised

• Watch for anything out of the ordinary
• Bank Statements

• Phone Bills

• Credit Card Statements

• Email requests

• Calls



How to avoid being a target

• Use MFA

• Do not reuse passwords

• Use complex password generators

• Do not click email links quickly

• Keep work and personal data/devices separate



How to avoid being a target

• Change default passwords

• Use endpoint protection

• Install software updates

• Keep backups



How to avoid being a target

• Configure the security tools at your disposal:
• Identity management

• Data classification and data loss prevention

• Anti Spam, Anti Phishing, Anti Malware

• Spoofing Protection

• Mail tips

• Device and app management



Security Quick Wins

• Configure MFA

• Perform Access Reviews



Security Quick Wins

• Configure MFA

• Perform Access Reviews

• Configure Security in Microsoft 365 / Azure (Not on by default)
• Review Secure Score

• Defender for Office 365

• Conditional Access Policies (location)



Conditional Access Policies



Security Quick Wins

• Configure MFA

• Perform Access Reviews

• Configure Security in Microsoft 365 / Azure (Not on by default)
• Review Secure Score

• Defender for Office 365

• Conditional Access Policies (location)



The Admin Experience
Data Classification

















The Admin Experience
Identity and Device Management





















































The End-User Experience
Compromised Identity





















The End-User Experience
Devices and Apps



















































How can Inova Solutions help?



Guardian 360

• Adaptive Security & Monitoring

• Automatic Remediation

• Audits and reports



Guardian 360

• Security baselines based
on CIS best practices

• Establish custom baselines 
based on your orgs needs



Thank you

Any questions?
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