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Top Breaches in 2022




Ransomware

 Malicious software that encrypts your data.
 Often requires a very large payment
« Payments are never guaranteed to result in release of your data
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Use of Stolen Credentials

* Via Brute-force attacks

* Via Malware
 Reused passwords from other sites

» Social attacks (phishing and pretexting)
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Phishing

« Emails asking for information or credentials to be used
maliciously later on commonly disguised as:

* Invoices

* Business partners
 Telephone calls

* Criminal call centers
» Social Engineering
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Phishing (cont.)

» Guaranteed!

« 24/7 Service

 Expedited

 "Any features you dream”

A

Phider

kilobyte
( 1]

Active arbitrage

Joined

Activity

SophosX—Ops

Every Phisher Dream
Hello,
We offer our services for every phisher that want to success his campaigns. We decided to help you
in creation and maintenance for your projects/campaigns with our long experience in phishing.

« We can crcate/clonc any page

« Live pancl can be done for the page

« Customizing the live panel for any feature needed

= Anti-bot system that protects the page for days and even weeks ™~

we can help you hosting your page on our personal servers with anti-bot and auto domain
chanqger with extra fees. Just relax and see your campaigns running successfully,

Why us?

« Client's satisfaction is our priority

« Online 24/7 hours on TG

« We dcliver your project/page ASAP

« Edits arc done and dclivered immediately

« Any features you drecam of can be implemented in your page

Our mission?
Simply we are created to help in carrying out your fishing projects in a professional way.

@) www.inovacorporation.com
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Pretexting

* The "human version” of phishing

* Mostly Impersonating:
* Partners
« Bank employees
A superior in your own organization

* The main goals are:

« Get banking information
* Get a payment

. Etc.
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Misconfigurations

* Firewall Rules

* Unpatched Systems
 Antivirus without updates

« Windows / Linux OS Updates
* Mobile Device OS Updates

 Exposed to:
* Trojans
», Exploits




How do you know you're compromised

« Watch for anything out of the ordinary
» Bank Statements

* Phone Bills
e Credit Card Statements
* Email requests

e Calls




How to avoid being a target

* Use MFA
* Do not reuse passwords
« Use complex password generators

* Do not click emall links quickly

» Keep work and personal data/devices separate



How to avoid being a target

* Change default passwords
 Use endpoint protection

* Install software updates
 Keep backups
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How to avoid being a target

 Configure the security tools at your disposal:
* Identity management

» Data classification and data loss prevention

* Anti Spam, Anti Phishing, Anti Malware
 Spoofing Protection

« Mail tips

 Device and app management
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Security Quick Wins

 Configure MFA
* Perform Access Reviews
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Awareness

Security Quick Wins  ....@ ™™ O -

 Configure MFA Winii

& Hunting
e Perform Access Reviews

 Configure Security in Microsoft 365 / Azure (Not on by default)

e Review Secure Score
* Defender for Office 365
» Conditional Access Policies (location)

&) www.inovacorporation.com
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Conditional Access Policies

Verify every Apps
access attempt and data

L O -

Allow access

Y E| — : 101010
: ololol

Require MFA I : 01010

- A 2 e

Limit access

Application X Real-time — ® T

risk
Block access

Signals

User and I_(O\_I
location 1AY

Device
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Awareness

Security Quick Wins  ....@ ™™ O -

 Configure MFA Winii

& Hunting
e Perform Access Reviews

 Configure Security in Microsoft 365 / Azure (Not on by default)

e Review Secure Score
* Defender for Office 365
» Conditional Access Policies (location)
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The Admin Experience
Data Classification
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@] m] https://security.microsoft.com/homepage

Microsoft 365 security

Home

Incidents

Action center

Reports

Secure score

Attack simulation training

Hunting b
Classification ™
Policies

Permissions

Settings

More resources

Customize navigation

Home

Microsoft Secure Score

Secure Score: 47.59%

411.64/865 points achieved

Microsoft Secure Score is a representation of your
organization's security posture, and your opportunity to
improve it

Score last calculated 12/06

100%

Identity 62.79%
|

Data No data to show
Device 44.31%
I

Apps 86.67%
Infrastructure No data to show

Improve your score View history

Devices at risk

Users at risk

104 users at risk

M High Risk

Medium Risk Low risk

View all users

Devices with active malware

No affected devices

Intune-managed devices with active, unresolved malware

Updated 11/28/2020

W Active [ No Active Malware

View details

7l Office 365 Security & Compliance Center 4 What's new ? - Add cards

Device compliance

20% noncompliant

Intune device compliance status

Compliant
M In grace period

Moncompliant
Mot evaluated

View details

Users with threat detections

Users with threat detections

User Alerts

=]

Oana Enache

Bob Smith 1
Guillaume Aubert 1
Tracy Yu 1
Audrina Clifton 1

Microsoft Security Intelligence feed

Tweets oy @usisecintel @

Microsoft Security Intelligence &
@MsftSecintel

Microsoft 365 Defender customers can
take full advantage of signals & aleris
from Microsoft Defender for Identity,
combined w/ behavioral events &
detections from Microsoft Defender for
Endpoint, to detect Netlogon exploitation
attempts, associated device process, file
activity

hittps:/iwitter. com/MSThreatProtect/statu
5/1333544318858973184

o b Dec 1, 2020
Microsoft Security Intelligence &
@MsftSecintel

New blog: The threat actor BISMUTH,

which has been running increasingly
complex targeted attacks, deployed coin
miners in campaigns from July to August
2020. Learn how the group tried to stay
under the radar using threats perceived -

Embed View on Twitter

Privileged OAuth apps
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Microsoft 365 security

Sensitivity labels

it Home

7 Incidents Labels Label policies  Auto-labeling
\= Action center New feature in preview

b Reports

Extend labeling to assets in
Azure Purview

2 Secure score

B Attack simulation training

When you tum on labeling for Azure Purview, you'll be able to apply your
Microsoft 365 sensitivity labels to assets such as SOL columns, files in
Azure Blob Storage, and more. Learn mere about labeling for Azure

£ Hunting %

Purview

<2 Classification ~

Sensitivity labels

Retention labels Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example,

L you can create labels that encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels
Sensitive info types

Label analytics (D You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this, you must first complete these steps to enable the feature.
3= Policies —|— Create a label L[} Publish labels C_) Refresh
MName Order Scope Created by Last modified
Permissions
General e 0 - lowest File, Email Joey Cruz 11/20/2019
€23 Settings
::::3 g Confidential e 1 File, Email Joey Cruz 11/20/2019
More resources All Employees 2 File, Email Joey Cruz 6/26/2020
Anyone (not protected) e 3 File, Email Joey Cruz /26/2020
f Customize navigation
Highly Confidential e 4 File, Email Joey Cruz 6/26/2020
All Employees e 5 File, Email Joey Cruz 6/30/2020

https://security.microsoft.com/sensitivity -
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Microsoft 365 security

When you tumn on labeling for Azure Purview, you'll be able to apply your
Microsoft 365 sensitivity labels to assets such as SOL columns, files in

it Home Azure Blob Storage, and more. Learn more about labeling for Azure
Purview
= Action center . . . . . . . L. .
Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example,
e you can create labels that encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels
Reports

(© You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this, you must first complete these steps to enable the feature.
& Secure score

—|— Create a label T Publish |abels O Refresh

B Attack simulation training

MName Order Scope Created by Last modified
Huntin v
Fj} g General e 0 - lowest File, Email Joey Cruz 11/20/2019
2 Classification -~ Confidential a1 File, Email Josy Cruz 11/20/2019
I sensitivity labels All Employees 2 File, Email Joey Cruz 6/26/2020
Retention labels
Anyone (not protected) e 3 File, Email Joey Cruz /26/2020
Sensitive info types
Label analytics Highly Confidential e 4 File, Email Joey Cruz 6/26/2020
= Policies All Employees e 5 File, Email Joey Cruz 6/30/2020
Anyone (not protected) e 6 File, Email Joey Cruz 6/26/2020
Permissions
Project TNT e 7 File, Email Joey Cruz 6/26/2020
’@3 Settings
Project DND e 8 - highest File, Email Anna Smith 11/25/2020

More resources

f Customize navigation
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Sensitivity labels

it Home

7 Incidents Labels Label policies  Auto-labeling
\= Action center New feature in preview

b Reports

Extend labeling to assets in
Azure Purview

2 Secure score

B Attack simulation training

When you tum on labeling for Azure Purview, you'll be able to apply your
Microsoft 365 sensitivity labels to assets such as SOL columns, files in
Azure Blob Storage, and more. Learn mere about labeling for Azure

£ Hunting %

Purview

<2 Classification ~

Sensitivity labels

Retention labels Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example,

L you can create labels that encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels
Sensitive info types

Label analytics (D You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this, you must first complete these steps to enable the feature.
3= Policies —|— Create a label L[} Publish labels C_) Refresh
MName Order Scope Created by Last modified
Permissions
General e 0 - lowest File, Email Joey Cruz 11/20/2019
2% Settings
::::3 g Confidential e 1 File, Email Joey Cruz 11/20/2019
More resources All Employees 2 File, Email Joey Cruz 6/26/2020
Anyone (not protected) e 3 File, Email Joey Cruz /26/2020
f Customize navigation
Highly Confidential e 4 File, Email Joey Cruz 6/26/2020

All Employees e 5 File, Email Joey Cruz 6/30/2020




&  Sensitivity labels - Microsoft 365 % | |+ - X

O
< C (9 https://security.microsoft.com/sensitivity viewid=sensitivitylabelpolicies 5 3=

&
Microsoft 365 security b

Sensitivity labels

=

Home

Q

Incidents Labels  Label policies  Auto-labeling

Create sensitivity label policies to publish one or more labels to your users’ Office apps (like Outlook and Word), SharePoint sites, and Office 365 groups. Once published, users can apply the labels to protect their content. Learn more about sensitivity

Action center

”
I

label policies
K2 Reports 2 Publish label () Refresh 2 items
& Secure score Name Created by Last modified
E‘ﬁ Attack simulation training Woodgrove_Compliance_General Joey Cruz 2/2472020
) Hunting v Project DND policy * Anna Smith 6/26/2020
<? Classification ~

Sensitivity labels
Retention labels

Sensitive info types

Label analytics
= Policies

Permissions
o] Settings

More resources

f Customize navigation
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Sensitivity labels -
Woodgrove_Compliance_General

Create sensitivity label policies to publish one or more labels to your users’ Office apps (like Outlook and Word), SharePoint sites, and Office 365 groups. Ot
label policies Name

=

Home

Q

Incidents Labels  Label policies  Auto-labeling

Action center

”
I

Woeoodgrove_Compliance_General

X

Reports L2 Publish label () Refresh Description

General Compliance
¥ Secure score Name Created by Last modified

Published labels

Highly Confidential
All Employees/All Employees
All Employees/All Employees
Project TNT
3 v Project DND policy * Anna Smith 6/26/2020 Confidential
& Funting Anyone (not protected)/Anyone (not protected)
General
Anyone (not protected)/Anyone (not protected)

E‘ﬁ Attack simulation training o Woodgrove_Compliance_General Joey Cruz 2/2472020

<2 Classification ~
Published to

It

&

Sensitivity labels
Retention labels
Sensitive info types

Label analytics

Policies

Permissions

Settings

More resources

Customize navigation

All

Policy settings
Label is mandatory

Users must provide justification to remove a label or lower its classification
Use custom URL to provide more information

Close
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The Admin Experience
Identity and Device Management
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Microsoft 365 security

MiCI’OSOft Secure SCOI'e Score last calculated 11/02 ; 4:00 PM

=

Home

raalars Overview Improvement actions  History — Metrics & trends

@

R Serien GEiED Microsoft Secure Score is a representation of your organization’s security posture, and your opportunity to improve it.
Applied filters: S Filter
b Reports
Your secure score Include Actions to review Comparison
I & Secure score . o o
0, Regressed "~ To address Planned Risk accepted Recently added Recently updated -
Secure Score: 42.92% 192 77 5 s P 0 ’ 0 yee Your score 29%
Ei Attack simulator I
360.92/841 points achieved
Organizations like yours 48.02%
) 100% N
o Hunting v Top improvement actions
Custom comparison Not yet created
<> Classification o 0% Improvement action Score impact  Status Category
= Policies Block credential stealing from the Windows local security authorit... +1.07% (O To address Device
U I e L
LRI N I AU N Use advanced protection against ransomware +1.07% (O To address Device .
Manage comparisons
@3 Settings .
Breakdown points by: Category v Block Win32 API calls from Office macros +1.07% (O To address Device
Identity 56.82% Resources
e REsTEEs | Block execution of potentially obfuscated scripts +1.07% (O To address Device

Read about Secure Score capabilities

Data No data to show . L L ) : - .
Block Office applications from injecting code into other processes  +1.07% (O To address Device w#  Learn about the improvement actions and how to improve
&7 Customize navigation your scare.
Devi 39.65%
ewce_ Block executable content from email client and webmail +1.07% (O To address Device
," Partner experience updates
Apps 8667%  Block process creations originating from PSExec and WMI comma... +1.07% O To address Device Learn about temporary incompatibility with Identity Secure
] Score and the Graph AP,
Points achieved Qpportunit, ) P A . . ) )
I Points achieve pRartnEY Block Office communication application from creating child proce... +1.07% O To address Device
View all
History Messages from Microsoft
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Microsoft 365 security

MiCI’OSOft Secure SCOI'e Score last calculated 11/02 ; 4:00 PM

=

Home

aElETE Overview  Improvement actions  History  Metrics & trends

@

z.‘g e Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.
b 4 Export 133 items O Search 7 Filter [= Group by
Reports
Applied filters:
I & Secure score "
Rank (1) Improvement action Score impact Points achieved  Status Regressed (I Have license? (1) Category Product Last synced () Microsoft update (1) Motes
B Attack simulator . . . . .
1 Block credential stealing from the Windows local security authori.. +1.07% 0/9 (O Toaddress  No Yes Device  Microsoft Defender Security .. 11/4/2020 None Nane
I R
& Iflimifirg 2 Use advanced protection against ransomware =1.07% 0/ (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 Naone None
@ Classification b 3 Block Win32 API calls from Office macros +1.07% 0/9 (O Toaddress  No Yes Device  Microsoft Defender Security .. 11/4/2020 None None
=% Policies 4 Block execution of potentially obfuscated scripts +1.07% /9 (O Toaddress  No Yes Device  Microsoft Defender Security .. 11/4/2020 None Nane
5 Block Office applications from injecting code into other processes +1.07% /9 (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 Naone None
Settings
6 Block executable content from email client and webmail +1.07% /9 (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 None None
More resources
7 Block process creations originating from PSExec and WMI comma... +1.07% 0/9 (O Toaddress  No Yes Device  Microsoft Defender Security .. 11/4/2020 None Nane
) L 8 Block Office communication application from creating child proc.. +1.07% 0/ (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 Naone None
f Customize navigation
9 Block Office applications from creating executable content +1.07% /9 (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 None None
10 Block persistence through WMI event subscription +1.07% /9 (O Toaddress  No Yes Device  Microsoft Defender Security .. 11/4/2020 None Nane
1 Block Adobe Reader from creating child processes =1.07% /9 (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 Naone None
12 Block untrusted and unsigned processes that run from USB +1.07% 0/9 (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 None None
13 Block executable files from running unless they meet a prevalenc.. +1.07% 0/9 (O Toaddress  No Yes Device  Microsoft Defender Security .. 11/4/2020 None Nane
14 Block JavaScript or VBScript from launching downloaded executa.. +1.07% 0/ (O Toaddress  No Yes Device  Microsoft Defender Security ... 11/4/2020 Naone Naone o
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Microsoft 365 security

Filter g Clear filters

Category
[ ] Apps
|: Data
|: Device
[ ] 1dentity

|: Infrastructure

Status
[ ] Atternate mitigation
|:| Completed

[ ] Planned

|: Risk accepted

]

| Third party

[ ] To add

Regressed in last 90 days
[ ] No

Update type
:| Microsoft added actions

:| Microsoft updated action points

Have license?

[[] Mo

Apply Cancel

n
L
O
i
|
ol



(1 &  Microsoft Secure Score - Micros: X | +

< O ] https://security.microsoft.com/securesco wid=actions

Microsoft 365 security

Filter s

Category
|| Apps
|: Data
[ ] Device
Identity
[

Infrastructurs

Status
[]
[]

| Completed

| Alternate mitigation

Planned

|
|
| | Third party

| Risk accepted

|: To address

Regressed in last 90 days
|:| Mo

|:| Yes

Update type

:| Microsoft added actions

:| Microsoft updated action points

Have license?

|:| Mo

Apply Cancel

n
L
O
i
|
ol
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Microsoft 365 security

MiCI’OSOft Secure SCOI'e Score last calculated 11/02 ; 4:00 PM

=

Home

(afatars Overview  Improvement actions  History  Metrics & trends

@

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

Action center

P
1l

4 Export 26items O Search 7 Filter [= Group by

X

Reports
Applied filters: Category: |dentity X
I & Secure score

Rank (1) Improvement action Score impact Points achieved Status Regressed (1. Have license? (1) Category Product Last synced (1) Microsoft update (1) Motes
P P q gory Y P
E‘ﬂ, Attack simulator
1 Turn on sign-in risk policy +0.83% o/7 (O Toaddress  Yes Yes Identity  Azure Active Directory 11/3/2020 Naone Nane
Huntin hd . . ) ) -
& g 2 Turn on user risk policy +0.83% 0/7 O Planned Yes Yes Identity  Azure Active Directory 11/3/2020 None MNone
2 Classification b 3 Resolve unsecure account attributes +059% 0/s O Toaddress Mo Ves Identity  Azure ATP 11/3/2020 11/2/20200400 M None
=% Policies 4 Disable Print spooler service on domain controllers +0.59% 0/5 O Toaddress No Yes Identity  Azure ATP 117372020 11/2/2020 04:00 PM Mone
5 Remove dormant accounts from sensitive groups +0.59% 0/5 O Toaddress  No Yes Identity  Azure ATP 11/3/2020 11/2/2020 04:00 PM MNone
i';?:? Settings
6 Protect and manage local admin passwords with Microsoft LAPS +0.59% 0/5 (O Toaddress  No Yes Identity  Azure ATP 11/3/2020 11/2/2020 04:00 PM Naone
More resources
7 Modify unsecure Kerberos delegations to prevent impersonation — +0.39% 0/3 (O Toaddress  Yes Yes Identity ~ Azure ATP 11/3/2020 11/2/2020 04:00 PM Nane
) L 8 Ensure all users can complete multi-factor authentication for secu... +1.07% 4.13/9 A PRisk accepted No Yes Identity  Azure Active Directory 11/3/2020 None
f Customize navigation .
9 Enable policy to block legacy authentication +0.95% 3.53/8 O Planned Yes Yes Identity  Azure Active Directory 11/3/2020 Naone Naone
10 Require MFA for administrative roles +1.19% 7.95/10 (O Toaddress  Ves Yes Identity  Azure Active Directory 11/3/2020 Naone Nane
Ll Configure VPN integration +0.12% 0/1 A Risk accepted No Yes Identity  Azure ATP 11/3/2020 None MNone
12 Do not expire passwords +0.95% 8/8 v Completed No Yes Identity  Azure Active Directory 11/3/2020 Naone Naone
13 Enable Password Hash Sync if hybrid +0.539% 5/5 A Risk accepted No Yes Identity  Azure Active Directory 11/3/2020 Naone Nane
L] Reduce lateral movement path risk to sensitive entities +0.59% 5/5 « Completed No Yes Identity  Azure ATP 11/3/2020 11/2/2020 04:00 PM Mone e
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Microsoft 365 security

Improvement actions > Require MFA for administrative roles

Requiring multi-factor authentication (MFA) for all administrative roles makes it harder for attackers to access accounts. Administrative roles have higher permissions than typical users. Points achieved  History Last synced 11/3/2020
If any of those accounts are compromised, critical devices and data is open to attack. 7.95/10 5 events

= Share Save and close Cancel

Action plan At a glance Implementation

Category: Identity Prerequisites

(D Save is not available because you have read only permissions. Learn more ) ) .
~" You have Azure Active Directory Premium P2,

Protects against: Password Cracking, Account Breach, Elevation of Privilege

Next steps

Standard implementation: If your organization doesn't have complex security requirements, you
can enable security defaults to block legacy authentication and require registration and
enablement of MFA for all users. Learn more about how to turn on security defaults.

vote: some statuses are system LJ%I‘E"C-:E'.'| and

Product: Azure Active Diractory

User impact

Custem implementation: Set up Azure Multi-Factor Authentication policies to protect devices
and data that are accessible by your users with administrative roles: In the Azure AD Conditional
Access portal
Risk accepted 1. Select + New Policy

Users affected 2. Go to Assignments > Users and groups > Include > choose Select users and groups >
Res 4 through third part All of your Microsoft 365 users with administrator roles check Directory roles

3. At a minimum, select the following roles:
Resolved through alternate mitigation +32
o * Security administrator

* Exchange service administrator

* Global administrator

e o * Conditional Access administrator
® SharePoint administrator

@ * Helpdesk administrator

* Billing administrator

* User administrator

* Authentication administrator

First, users with administrative roles need to register for MFA. After each admin is registered,
Planned your policies then determine when they're prompted for the additional authentication factors.

Show all users

Tags:

4. Go to Cloud apps or actions > Cloud apps » Include > select All cloud apps (and don't
exclude any apps)
5. Under Access controls > Grant > select Grant access > check Require multi-factor

R S SPS DUU SN [T (NSO PR

Related reports Mone Related tasks MNcne A
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9] G https://portal.azure.com/#blade/Microsoft_AAD_IAM/ConditionalAccessBlade/Policies
= i i 3 N ) admin@Woodgrovems @
Home
y= Conditional Access | Policies X

Azure Active Directory

¢ New policy 2 whatif () Refresh & Got feedback?
= Policies
o Insights and reporting o Mew Conditional Access policies now apply to all client app types when not configured, including legacy authentication and Exchange ActiveSync. =
X Diagnose and solve problems Policy Name State
Manage RO - Block EAS and Legacy Auth Report-only
4> Named locations CAD1 - All Apps - Blocked Countries & Banned IPs - All Users Off wes
il Custom controls (Preview]) RO - Require Hybrid Azure AD Join or MFA Report-only e
Terms of use RO - Require compliant device or HAAD) to register security info Report-only wes
VPN connectivity CAD2- Customer Data Apps - Compliant Device - Customer Data On wes
¥= Classic policies CAO03 - Security Registration - HAAD) OR Compliant Device Off L]
Troubleshooting + Support CAD4 - Block Sensitive Apps from High sign-in risk users on
_ New support request CAQS5 - MCAS Session Control - All Users On L
CADT - AWS - Application De On L]
CAX - TOU - Al on
CAQQ - SPO/EXO - Limted ac unmanged devices - All Users On wee
CAOS - MFA - All Apps - All Users On L]
CA09 - Admins - Block Legacy Auth Oon
RO - Require MFA for guest users Report-only wee
RO - Require MFA or Compliant Device to access Office 365 Report-only L]
CA10 - Require MFA for VPN Access Oon
Vinayak-AADIPTest On wee
CA11 - Require MFA for Forrester admin On L]
CAS50 Require MFA for Office 365 (Bsides) an

Load more
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= i i 3 N ) admin@Woodgrovems @
e e e : : WOODGROVE &

Home > Conditional Access

RO - Require MFA or Compliant Device to access Office 365 X

Conditional access policy

[0 Delete

Control user access based on canditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

RO - Require MFA or Compliant Device to ... |

Assignments

Users and groups (&)
? >

All users included and specific use...

Cloud apps or actions (&) 5

1 app included

Conditions (7) 5

1 condition selected

Access controls

Grant (@ >

2 controls selected

Session (i)
>

0 controls selected

Enable policy

i\_ Report-only On Off _,}

https://aka.ms/capolicyhowto
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) I https://portal.azure.com/#blade/Microsoft_AAD_IAM/ConditionalAccessBlade/Policies
= i i 3 N ) admin@Woodgrovems @
Home
y= Conditional Access | Policies X

Azure Active Directory

¢ New policy 2 whatif () Refresh & Got feedback?
= Policies
o Insights and reporting o Mew Conditional Access policies now apply to all client app types when not configured, including legacy authentication and Exchange ActiveSync. =
X Diagnose and solve problems Policy Name State
Manage RO - Block EAS and Legacy Auth Report-only
4> Named locations CAD1 - All Apps - Blocked Countries & Banned IPs - All Users Off wes
il Custom controls (Preview]) RO - Require Hybrid Azure AD Join or MFA Report-only e
Terms of use RO - Require compliant device or HAAD) to register security info Report-only wes
VPN connectivity CAD2- Customer Data Apps - Compliant Device - Customer Data On wes
¥= Classic policies CAO03 - Security Registration - HAAD) OR Compliant Device Off L]
Troubleshooting + Support CAD4 - Block Sensitive Apps from High sign-in risk users on
_ New support request CAQS5 - MCAS Session Control - All Users On L
CADT - AWS - Application De On L]
CAX - TOU - Al on
CAQQ - SPO/EXO - Limted ac unmanged devices - All Users On wee
CAOS - MFA - All Apps - All Users On L]
CA09 - Admins - Block Legacy Auth Oon
RO - Require MFA for guest users Report-only wee
RO - Require MFA or Compliant Device to access Office 365 Report-only LLE]
CA10 - Require MFA for VPN Access Oon
Vinayak-AADIPTest On wee
CA11 - Require MFA for Forrester admin On L]
CAS50 Require MFA for Office 365 (Bsides) an
ssword Change Required for Risky Users Report-only wee

Load mare
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= i i 3 N ) admin@Woodgrovems @
e e e : : WOODGROVE &

Home > Conditional Access

Password Change Required for Risky Users
Conditional access policy

[0 Delete

Control user access based on canditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

Password Change Reguired for Risky Users |

Assignments

Users and groups (&)
? >

All users included and specific use...

Cloud apps or actions (&) 5
All cloud apps
Conditions (@) >

1 condition selected

Access controls

Grant (@ >

1 control selected

Session (i)
>

0 controls selected

Enable policy

i\_ Report-only On Off _,}

https://aka.ms/capolicyhowto
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p — e Seruices-. RSEES —

Home > Conditional Access

Password Change Required for Risky Users
Conditional access policy

[ Delete

Control user access based on canditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

Password Change Reguired for Risky Users |

Assignments

Users and groups (D) 5

All users included and specific use...

Cloud apps or actions (3 >
All cloud apps
Conditions () >

1 condition selected

Access controls

Grant @
>

1 control selected

Session (i)
>

0 controls selected

Enable policy

i\_ Report-only Oon Off /ﬁ'

*

+

admin@Woodgrovems @
WOODGROVE @&

Grant X

Control user access enforcement to block or
grant access. Learn more

O Block access
@ Grant access

See list of approved client apps

See list of policy protected client apps
Require password change (Preview) O

“Require password change” can
only be used when policy is

assigned to "All cloud apps”

[] puc mfa

|:| Woodgrove - Sensitive App TOU

|:| Woodgrove - All Users TOU - English
|:| Woodgrove - All Users TOU - Spanish

[] Hipstabank - &l Users TOU

For multiple controls
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) O htt ps://portal.azure.com/#blade/Microsoft_AAD_IAM/ConditionalAccessBlade/Policies

p — e Seruices-. RSEES —

Home > Conditional Access

Password Change Required for Risky Users
Conditional access policy

[ Delete

Control user access based on canditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

Password Change Reguired for Risky Users |

Assignments

Users and groups (D) 5

All users included and specific use...

Cloud apps or actions (&) 5
All cloud apps
Conditions (@) >

1 condition selected

Access controls

Grant @
>

1 control selected

Session (i)
>

0 controls selected

Enable policy

s P
|, Report-only m off )
s - A

admin@Woodgrovems @
WOODGROVE @&

Grant X

Control user access enforcement to block or
grant access. Learn more

O Block access
@ Grant access

See list of approved client apps

See list of policy protected client apps
Require password change (Preview)
“Require password change” can

only be used when palicy is

assigned to "All cloud apps”

D Duo Mfa

[ ] woodgrove - Sensitive App TOU
[ ] woodgrove - All Users TOU - English
[] woodgrove - All Users TOU - Spanish

[] Hipstabank - &ll Users TOU

For multiple controls
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) O htt ps://portal.azure.com/#blade/Microsoft_AAD_IAM/ConditionalAccessBlade/Policies
= . P N f admin@Woodgrovems @

Home ~ )
" Updating Password Change Required for ... 9:47 AM

= Conditional ACCESS | POliCieS Updating Password Change Required for Risky Users

Azure Active Directory

¢ New policy 2 whatif () Refresh & Got feedback?
= Policies
o Insights and reporting o Mew Conditional Access policies now apply to all client app types when not configured, including legacy authentication and Exchange ActiveSync. =
X Diagnose and solve problems Policy Name State
Manage RO - Block EAS and Legacy Auth Report-only
4> Named locations CAD1 - All Apps - Blocked Countries & Banned IPs - All Users Off wes
il Custom controls (Preview]) RO - Require Hybrid Azure AD Join or MFA Report-only e
Terms of use RO - Require compliant device or HAAD) to register security info Report-only wes
VPN connectivity CAD2- Customer Data Apps - Compliant Device - Customer Data On wes
¥= Classic policies CAO03 - Security Registration - HAAD) OR Compliant Device Off L]
Troubleshooting + Support CAD4 - Block Sensitive Apps from High sign-in risk users on
_ New support request CAQS5 - MCAS Session Control - All Users On L
CADT - AWS - Application De On L]
CAX - TOU - Al on
CAQQ - SPO/EXO - Limted ac unmanged devices - All Users On wee
CAOS - MFA - All Apps - All Users On L]
CA09 - Admins - Block Legacy Auth Oon
RO - Require MFA for guest users Report-only wee
RO - Require MFA or Compliant Device to access Office 365 Report-only L]
CA10 - Require MFA for VPN Access Oon
Vinayak-AADIPTest On wee
CA11 - Require MFA for Forrester admin On L]
CAS50 Require MFA for Office 365 (Bsides) an
Password Change Required for Risky Users Report-only LA

Load mare
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) /A endpoint.microsoft.com
@ Working... - endpoint.microsoft.com x admin@Woodgrove.ms
: WOODGROVE @
Home 2 endpoint.microsoft.com - Bing Search

Conditional Access | Policies X

Azure Active Directory

g
o —

¢ Mew policy ,/Q, What If 'f_:' Refresh O Got feadback?
Policies
) . o Mew Conditional Access policies now apply to all client app types when not configured, including legacy authentication and Exchange ActiveSync. =
@ Ins ghts and reporting
7. Diagnose and solve problems Policy Name State
Manage RO - Block EAS and Legacy Auth Report-only
“» Named locations CAD1 - All Apps - Blocked Countries & Banned IPs - All Users Off
i} Custom controls (Preview) RO - Require Hybrid Azure AD Join or MFA Report-only
Terms of use RO - Require compliant device or HAAD! to register security info Report-only ey
VPN connectivity CAD2- Customer Data Apps - Compliant Device - C mer Data On e
Classic policies CAO3 - Security Registration - HAAD) OR Campliant Device Off s
Troubleshooting + Support CAD4 - Block Sensitive Apps from High sign-in risk users on
_; New support request CAQS5 - MCAS Session Control - All Users Cn

CADT - AWS - Application D On s
CaX - TOU - All Woodgrow Guest) Users Cn
CAQQ - SPO/EXQ - Limted access unmanged devices - All Users On
CAOS - MFA - All Apps - All Users On
CA09 - Admins - Block Legacy Auth On
RO - Require MFA for guest users Report-only
RO - Require MFA or Compliant Device to access Office 365 Report-only wen
CA10 - Require MFA for VPN Access On

Or\ es
CA11 - Require MFA for Forrester admin On
CAS0 Require M COn
Password Change Required for Risky Users Report-only wee

Load more
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< ] 5 hitt ps://endpoint.microsoft.com/#home

Microsoft Endpoint Manager admin center

admin@Woodgrove.ms | @

‘n‘ Home

4l Dashboard
= All services
* FAVORITES

I—_i Devices

. Apps

.} Endpoint security
Reports

&b Users
i Groups

&% Tenant administration

/< Troubleshooting + support

Woodgrove

Home  Microsoft Managed Desktop

Status and alerts

Tenant status

Account status I Service health I Connector status

Active Healthy Healthy

Guided scenarios
Deploy Edge for mobile

Configure Edge for use at work and deploy it to the 105 and Android devices managed
by your organization.

News and support

Intune Customer Success blog

ntune certificate updates: Action may be required for continued connectivity
Microsoft Defender for Endpoint (preview) risk evaluation now included in device
compliance on i0S

— Enroll Android Enterprise dedicated devices into Azure AD

ntune Public Prey

Shared device mode

Seeall »

Resource alerts

o Device compliance 0 Device enrollment

3 devices not in compliance MNo Intune enrollment failures

0 Device configuration o Client apps

No configuration failures 1 installation failure

Try out a cloud-managed PC

Quickly set up an example PC and user to experience the cloud managed modern
desktop.

What's happening in Intune

t's new in Microsoft Intune

Features in development

Ul updates for Intune end-user apps

WOODGROVE
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< @) & https/

/endpoint.microsoft.com,

thlade,

Microsoft Endpoint Manager admin center

/Microsoft_Intune_DeviceSettings/DevicesMenu/ove

admin@Woodgrove.ms
WOODGROVE @

‘n‘ Home

4l Dashboard
= All services
% FAVORITES
I—_i Devices
£ Apps

‘- Endpoint security
Reports

L Users

A& Groups

A Tenant administration

#% Troubleshooting + support

Home

® Devices | Overview

I;’ fearch (Ctrl+/) | <

Enrollment status Enrollment alerts

@ overview

Bl Al devices Intune enrolled devices
. LAST UPDATED 11/4/2020, 8:08:46 AM
H Monitor
Platform Devices
By platform B
Windows )
Android I 1
B iossipados s
! i05/iPad0s lo
5 macos
- macOs |C

B Android ) )
- Windows Mobile | 0

Device enroliment Tota

ra

m Enroll devices

Palicy Top enrcliment failures this week

Compliance policies No data to display
0 conditional access
[ Configuration profiles
Scripts
] Group Policy analytics (preview)
E& Windows 10 update rings
ES Windows 10 feature updates (.
Update policies for i0S/iPad0S

]
@ Enrcliment restrictions

aw

eSIM cellular profiles (Preview)

1% Policy sets

Other

1 Device clean-up rules -

Compliance status Configuration status Software update status

Enrollment failures by OS

ra
ra

ra

(=210 Oct 12

I i05 | macs Andraid | Windows I Windows Mobile
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< @) 5 hitt ps://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/DeviceslosMenu/iosDevic

Microsoft Endpoint Manager admin center admin@Woodgrove.ms | @

WOODGROVE

Home > Devices

A Home [ i0S/iPadOs | i0S/iPadOS devices g

el Dashboard

A

= All services I;J search (Ctrl+/) | < () Refresh Y Filter Columns L Expaort Iy Bulk Device Actions

* FAVORITES

|—_i Devices

e Apps

B i0s/iPadOs devices Filters applied: OS

E i05/iPad Qs enrollment

P Search by IMEI, serial number, email, user principal name, device name, management name, phone number, model, or manufacturer

i0S/iPadOs policies Showing 0 to 0 of O records Page of 0

‘p Endpoint security
S Ls Compliance policies Device name T Managed by Ty Ownership T Compliance Ty 0s 0S version Ty Last check-in Ty Enrolled by user UPN T,
2| Reports

L& Configuration profiles No results.

Ak Users
B update policies for i0S/iPad0Os
&l Groups

&% Tenant administration

/< Troubleshooting + support
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< @) ] https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/DeviceslosMenu/compliancePolicies

Microsoft Endpoint Manager admin center

admin@Woodgrove.ms | @

WOODGROVE
i Home > Devices » i05/iPad05
Home - 1 H : P
f [ 10S/iPadOS | Compliance policies X
el Dashboard
= All services O search (Ctrl+/) | < - Create Policy Columns 5 Filter () Refresh L Export
% FAVORITES .
B} i0s/iPadOs devices o Configured Windows compliance policies use the Machine Risk Score setting but do not have an active Microsoft Defender ATP connector.
q Click here to setup a connector.
LN Devices B ios/ipados enrollment -
e Apps . . Py
i0S/iPadOSs policies I;) Search by name
W, Endpoaint security -
L& Compliance policies Policy Name T Platform T4  Policy Type T4  Assigned T4 Last Modified ™
Reports
L& Configuration profiles Enterprise Compliance Policy i0s/iPad0s i0S compliance policy No 10/11/17, 1:23 PM voe
L Users B -
B update palicies for i0S/iPad0s i05_BYOD i05/iPad0s i05 compliance policy Yes 6/19/20, 2:25 PM e
&l Groups

&% Tenant administration

/< Troubleshooting + support
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< @) 5 hitt ps://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/ConfigurationMenuBlade/overview/configurationld/ 3% H 3= & :.
Microsoft Endpoint Manager admin center SRR IS
WOODGROVE WP
i Home > Devices » i05/iPad0S
Home H
fr © i0S_BYOD X
el Dashboard Device compliance policy
= All services I,-TJ Search (Ctrl+/) ‘ [ Delete
% FAVORITES @ Overview #~ Essentials
Devices Profile type . i0S compliance policy Assigned Yes
Manage
Apps Platform supported : i0S/iPadOS Groups assigned : 1
||| I
A ) Properties Groups excluded : 0
Endpoint security
Monitor
= Reports . ) . ) . .
) Policy assignment status — i05/iPad0S devices Assigned to non-
H Device status e -
Users i05/iPadO5
devices
Groups B User status — =
. 0
&% Tenant administration B Persetting status
Ermor
'Y i 0
#% Troubleshooting + support
Conflict
0
Pending
0
Mot Appli...
0
Policy assignment status — 105/iPad0S users
Succeeded
0
Ermor
0
Conflict
0
USERS Pending
0
Mot Appli...
0
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< @) & https://

/endpoint.microsoft.com/#

ttings/ConfigurationMenuBlade/properties/configurationld

Microsoft Endpoint Manager admin center e
WOODGROVE WP
i Home / 105/iPad0S > 105_BYOD
Home H H
f ']} iIOS_BYOD | Properties X
el Dashboard Device compliance policy
= All services 2 Search (Ctrl+/) | i«
) Basics Edit
i LS O Overview
LW Devices Name i0S_BYOD
e Manage Description -
&i Apps . e
I' Properties Platform i05/iPad0s
@ endpoint security Profile type i0S cempliance policy
Monitor
Reports
& o # Device status Compliance settings Edit
-
o H  Userstatus
i Groups Device Health
A Tenant administration B Per-setting status Jailbroken devices Block
#< Troubleshaoting + support Require the device to be at or under the  Medium

Device Threat Level

System Security

Require a password to unlock mobile Require
devices

Minimum password length 4
Required password type Mumeric

Number of nen-alphanumeric characters 0

in password

Maximum minutes after screen lock 4 hours
before password is required

Maximum minutes of inactivity until 15 Minutes
screen locks

Password expiration (days) 1000

Number of previous passwords to 1
prevent reuse

Actions for noncompliance Edit

Action Schedule Message template Additional recipients (via email)
Mark device nencompliant Immediately
Send push notification to end user Immediately

https:/fendpointmicrosoft.com/# 4
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< @) 5 hitt ps://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/AppsMenu/overview ¥ H 3= ad °

Microsoft Endpoint Manager admin center admin@Woodgrove.ms | @

WOODGROVE

Home

i Home () Apps | Overview X

el Dashboard
= all services I;J Eearch (ctrl+)) | ¢ # Essentials
Tenant name @ woodgrove.ms MDM authority @ Microsoft Intune
W FAVORITES @ overview J ’
I——i . Tenant location : Morth America 0101 Account status : Active
[PiEEs B Allapps
Bia Apps & Monitor Installation status App protection policy status
‘} Endpoint security
By platform Top installation failures by devices Apps with installation failures
Reports

Windows ) ) )
A Users - Microsoft Authenticator 05 1
B iossipados
&l Groups
5 macos o
A Tenant administration
B Android
/< Troubleshooting + support
Palicy
e ) -
Eg App protection policies
B App configuration policies
® 05 app provisioning profiles
S mode supplemental policies

1 policies for Office apps
%] Policy sets

Other

B App selective wipe

- .
App categories

L) E-books

Help and support

£ Help and support
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< O &  https://endpoint.microsoft.com/#blade/Microsoft_Intune_DeviceSettings/AppsMenu/appProtection 3% B 3= A s

Microsoft Endpoint Manager admin center admin@Woodgrove.ms | @

WOODGROVE

Home > Apps

i vene =k2 Apps | App protection policies ]

4l Dashboard

= All services 2 Search (Ctrl+/) | < t Create palicy ~ () Refresh Columns < Export

% FAVORITES @ Overview I;) ISes’cP* by policy
Devices HE Allapps Policy T4 Deployed T4 Updated T4 Platform T4 Management type T4 Apps T
Apps & Monitor i0S - Qutlock / OneDrive / Excel / P... Yes 10/28/19, 1:54 PM i0S/iPad0s All app types 5
Endpoint security By platform Woodgrove Interns Office365 MAM  Yes 6/19/20, 3:28 PM 105/iPad0s All app types 2 e

= Reports

Windows
Users

B iossipados

Groups
Ld macos
&% Tenant administration
B Android
#% Troubleshooting + support
Palicy

Elp App protection policies

% App configuration policies
®, oS app provisioning profiles

S mode supplemental policies
1 Policies for Office apps

Policy sets

Other

B App selective wipe
App categories

Ll E-books

Help and support

£ Help and support

https:/fendpoint. microsoft.com/#blade/Microsoft_Intune_DeviceSettings/AppsMenu/appProtection
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Microsoft Endpoint Manager admin center admin@Woodgrove.ms | @

wooDGROVE WP

Home > Apps

A Home ©) Intune App Protection )

el Dashboard i08 - Outlook / OneDrive / Excel / Power Bl
= All services O search (Ctrl+/) | < [il Delete policy
% FAVORITES @ Overview A Essentials
[N Devices Description @ Sales Org - Device Access app protection Platform s i05/iPadOs

Manage

Apps Apps -] Management type : All app types
Ly
Properties
‘p Endpoint security
User check-in per a Users checked in

Help and support ser perapp
Reports P PP

/2 Diagnose and salve problems User check-in per app CHECK-IN COUNT
Aa Users =
24 Groups Microsoft Qutlook 0 0 v

- - - Jicrosoft OneMote
&* Tenant administration Microsoft Onelot o
n Jicrosoft OneDriv
/< Troubleshooting + support Microzoft OneDrive o
Microsoft Teams 0

Microseft To-Do 0
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< @) ] https://endpoint.microsoft.com/#blade/Microsoft_Intune/PolicylnstanceMenuBlade

Microsoft Endpoint Manager admin center admin@Woodgrove.ms | @
WOODGROVE

Home > Apps ntune App Protection

Home H -
f Intune App Protection | Properties X
Edll Dashboard i05 - Outlook / OneDrive / Excel / Power Bl
= all services O Search [Ctrl+)) | ¢
% FAVORITES @ Overvien Basics Edit
Devices Name i05 - Outlook / OneDrive / Excel / Power Bl
Manage Description Sales Org - Device Access app protection
Apps
Properties o
Endpoint security Platform i05/iPad0s
Help and support
= Reports P PP -
Apps Edit
(ETS £2 Diagnose and solve problems
Target to apps on all device types Yes
Groups Device types -
A Tenant administration Public apps Microsoft Outlook
Microsoft OneMote
#< Troubleshoating + support Microsoft OneDrive

Microsoft Teams
Microseft To-Do

Custom apps --

Data protection Edit

Prevent backups Block

Send org data to other apps Policy managed apps

Select apps to exempt Default: tel:telprompt;skypeapp-settings;calshow;itms;itmss;itms-apps;itms-
appss;itms-services;

Save copies of org data Block

Allow user to save copies to selected OneDrive for Business

services

Transfer telecommunication data to Any dialer app

Dialer App URL Scheme -
Receive data from other apps Policy managed apps
Open data into Org documents Allow

Allow users to open data from selected  --
services

Restrict cut, copy, and paste between Policy managed apps
other apps

Cut and copy character limit for any app 0

Third party keyboards Allow

https:/fendpointmicrosoft.com/# 4
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< - 0O @ portal.cloudappsecurity.com

i ™ @@ Working... - portal.cloudappsecurity.com % admin@Woodgrove.ms | @
Microsoft Endpoin g..-p PP Y oenor.

2 portal.cloudappsecurity.com - Bing Search
A Home & portal.cloudappsecurity.com/oauth2/login %
el Dashboard Py . . r tha e 7 . OFLI Ofl1y OFy O A
& Working... - portal.cloudappsecurity.com/oauth2/authorize/? &state=L3x8fHx8fHx8fHx8fHx8fA==
= All services |4 e Ty |
% FAVORITES @ Overview Basics Edit
LN Devices Name i0S - Outlook / OneDrive / Excel / Power Bl
e Manage Description Sales Org - Device Access app protection
Eid Apps .
Properties tFor, (05 /ipado
t Endpoint security Platform 105/iPad QS5
Help and support
Reports P PP .
Apps Edit
o 2 Diagnose and solve problems
A& Users . ~ ; .
Target to apps on all device types Yes
s Groups Device types --

Micrasoft Qutlook
Micraseft OneNote

Public app

e

&* Tenant administration

#< Troubleshoating + support Microsoft OneDrive
Microsoft Teams
Microseft To-Do

Custom apps -

Data protection Edit

Prevent backups Block

Send org data to other apps Policy managed apps

Select apps to exempt Default: tel:telprompt;skypeapp-settings;calshow;itms;itmss;itms-apps;itms-
appss;itms-services;

Block

OneDrive for Business

Transfer telecommunication data to Any dialer app
Dialer App URL Scheme -
Receive data from other apps Policy managed apps

Open data into Org documents Allow

| sers to open data from selected  --
services

Restrict cut, copy, and paste between Policy managed apps
other app

Cut and copy character limit for any app 0

Third party keyboards Allow

Encrypt org data Require -
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o @ Megan Bowen
New Release of Guarantee Form

Hello All, We have updated our Release of
Guarantee Form. Please see the attached and...
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Alex Wilber

IMPORTANT: Statement of Work 24JUN... 74
Hello all, Here is the SOW file, please download
and review ASAP. If the attachment is not pres...

Payroll Update
Urgent - Update Your Payroll Details

Megan Bowen, Your payroll details need
updating, please click below to start the updat...
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Hello, We are updating account access p,
use this link to answer a few questions i
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New Release of Guarantee Form

Megan Bowen

To Loans Department
Megan Bowen has shared a OneDrive for Business
file with you. To view it, click the link below.

ﬂ WoodgroveReleaseOfGuaranteeForm.docx

Hello All,

We have updated our Release of Guarantee Form.
Please see the attached and make sure to update
your templates.

We'll start using this form December 1st.

Thank you,
Megan Bowen

Director - Loans
Woodgrove Bank
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, City of

(the “Guaranter”), and between

, of , City of

, State of (the

hvalidity o

“Releasor”).

WHEREAS, Guarantor and Releasor are parties to a

[NAME OF DOCUMENT], dated the
_ dayof .20 (the “Document"),
with all amounts and liabilities owing under the Document,
shall be amended, between Principal and Releasor.

WHEREAS, the parties hereto wish to terminate the
Guarantee provided in the Document effective as of the date
hereof; and

WHEREAS, each party hereto wishes to irrevocably release
the other party hereto from all of its respective obligations and
liabilities under the Guarantee in the Document.

NOW, THEREFORE, in consideration of the agreements
contained herein, and for other good and valuable
consideration, the receipt and sufficiency of which are hereby
acknowledged, the parties hereto hereby agree as follows:

Section 1. Termination and Release. The Releasor
irrevocably agrees that the Guarantee in the Document is
hereby terminated as of the date hereof, that Guarantor shall
have no further obligations, duties or liabilities thereunder, and
the Releasor hereby releases, waives and forever discharges
Guarantor fram all obligations, duties or liabilities of whatever
nature arising under or in connection with the Guarantee.

Section 2. Counterparts. This Termination Agreement may
be executed in any number of counterparts and by different
parties hereto on separate counterparts, each complete set of
which, when so executed and delivered by all parties, shall be
an original, but all such counterparts shall together constitute
one and the same instrument.

Section 3. Headings. The section headings in this
Termination Agreement are for convenience of reference only
and shall not be deemed to alter or affect the meaning or
interpretation of any provision hereof.

Section 4. Amendments; etc. No amendment, modification
or supplement to this Termination Agreement, or waiver of any
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WHEREAS, the parties hereto wish to terminate the
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hereof; and

WHEREAS, each party hereto wishes to irrevocably release
the other party hereto from all of its respective obligations and
liabilities under the Guarantee in the Document.

NOW, THEREFORE, in consideration of the agreements
contained herein, and for other good and valuable
consideration, the receipt and sufficiency of which are hereby
acknowledged, the parties hereto hereby agree as follows:

Section 1. Termination and Release. The Releasor
irrevocably agrees that the Guarantee in the Docurnent is
hereby terminated as of the date hereof, that Guarantor shall
have no further obligations, duties or liabilities thereunder, and
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%ection 2. Counterparts. This Termination Agreement may
be executed in any number of counterparts and by different
parties hereto on separate counterparts, each complete set of
which, when so executed and delivered by all parties, shall be
an original, but all such counterparts shall together constitute
one and the same instrumenl*

Section 3. Headings. The section headings in this
Termination Agreement are for convenience of reference only
and shall not be deemed to alter or affect the meaning or
interpretation of any provision hereof.

Section 4. Amendments; etc. No amendment, modification
or supplement to this Termination Agreement. or waiver of any
provision or right hereunder by any party hereto, shall be
effective unless in writing and executed by the parties hereto.
This Termination Agreement shall be binding upon the parties
hereto and their respective successors and permitted assigns.

Section 5. Governing Law. This Termination Agreement
shall be governed by and construed in accordance with the
laws of the State of . without regard to

the conflicts of laws ErinciBIes thereof.
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@ Megan Bowen

New Release of Guarantee Form
Hello All, We have updated our Release of
Guarantee Form. Please see the attached and...
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Section 2. Counterparts. This Termination
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counterparts shall together constitute one and the
same instrument.
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Woodgrove Bank Annual Food Drive!!

e When: Saturday November 21*-Sunday November 22

e Times: 8am - 6pm

e  Where: Redmond location

¢ What to bring: Canned, dried, non-perishable food stuffs, monetary donations are also
welcome

e Extra: Donations will be used to create as many “Thanksgiving in a box" as possible to
hand out at the local food banks. Margarineball has donated 50 turkeys and has given us
a reduced rate to purchase more.
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o  When: Saturday November 21*-Sunday November 22"
e Times: 8am - 6pm
e Where: Redmond location
e What to bring: Canned, dried, non-perishable food stuffs, monetary donations are also
welcome
e Extra: Donations will be used to create as many “Thanksgiving in a box" as possible to
hand out at the local food banks. Margarineball has donated 50 turkeys and has given us
a reduced rate to purchase more.
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Customer ID: 234234234

Loan Application

- Name of Applicant Megan
Surname of Applicant Bowen
Address Old Natchez Trace Rd, Mathiston, MS, 39752
Contact Number 327-322-733245
Identify provided Driver's license
Type of Loan Home

Loan Amount $600,000
Employment Details Employed

- Name of Employer Microsoft

No of Years with Employer 8
Position Manager

Net Salary $120,000

Other Loan Details

Loan 1 Personal

Amount $30,000 -
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Guardian 360

» Adaptive Security & Monitoring l 00 ‘ GUARDIAN 580
 Automatic Remediation D
* Audits and reports




Guardian 360

Security Baseline Alerts for Risky Gap Detection and Risk
(CIS) Configurations and Threats Priorities

* Security baselines based
on CIS best practices

e Establish custom baselines
e Q:IS Frft:ﬁi:!ft?ﬂurity'

based on your orgs needs
Creating Conficlercce in e Conrected Warld, Custom Reports Ongoing Audits One-click remediations

7T\ : .
/ www.inovacorporation.com
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