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Please Welcome
Nestor Diaz

Country Manager, Puerto Rico

Inova Solutions

« Game Plan



Our digital landscape
iIs more complex than °
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* More data: accelerated growth of apps ®

requiring secure access
* More places: Hybrid work requires seamless ® @ S ®

experience while keeping access secure . m ® ®
* More threats: number and scale of attacks are : ® o

growing, and tooling is being sold to others o @ O ®
* More compliance requirements: evolving laws, ® ® Q\ .

regulations with data privacy and security Y ®

implications ®
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Small and large organizations have to face
the same threats
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Where and how do | start?



Please download and install the
Slido app on all computers you use

Are you currently using
Microsoft 365?

(D Start presenting to display the poll results on this slide.



Smarter, Safer IT in Action:
Practical Solutions for Business Leaders

Protect your identities Protect your apps Remain compliant




Protect your

Where to start? Ideally, at the beginning. How’s ®
your MFA rollout? ®

0O MFA ® ®
O Conditional Access policies
[ Least Privileged Access O °

What’s next: Go one step further to secure your PY
identities across your entire estate.

O Privileged access management ®

O Leverage hybrid identity @ O, ®
O

O Adopt SSO O

Long term goal: use a zero-trust approach to
minimize and mitigate identity compromise risks.

O Consider passwordless ¢
O JIT Access

O Monitor your identities
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Overview  Azure AD  Google  Salesforce

Alerts  Policies

Apps

72 apps found ©

17 overprivileged apps ©

20 highly privileged apps
o

View all apps

Incidents

1 unresolved incidents
0 threat incidents
1 policy incidents

View all incidents

Latest incidents

Last Activity Severity Incident name

6/21/2023 mmEE Medium  New Uncertified ...

Source

Policy

Protect your

Where to start? Understand where you are and
follow best practices.

 Assess current LoB apps & identify shadow IT
 Document and follow vendor best practices
L Whitelist/Blacklist allowed apps

What’s next: Begin consolidating identity
management and app security.

L Align to industry best practices
O Implement SSO

1 Deploy device management wherever your
data may live

Long term goal: ensure your security policies apply
wherever your data lives.

 Ensure unified security policies across on-
prem and cloud apps

O Integrate SIEM




Remain

Where to start? Understand your data estate.
L Assess and discover your data sources

L Understand applicable regulations and
restrictions

O Map out gaps

What’s next: Classify and mitigate any data loss
risk.

[ Classify data based on business rules

1 Ensure DLP tools are deployed to protect
sensitive data

[ Restrict access based on classification

Long term goal: Ensure data is continuously
evaluated and classified appropriately.

O Deploy tools to automatically classify data

1 Ensure compliance across all data sources

O Deploy Al intelligently and leverage the value

of your data

Download blocked
Downloading Okta_Protect-Against-Account-Takeover-Datasheet.pdf is blocked by

your organization's security policy.

Your organization prohibits sharing sensitive information, such as passwords. Please

remove this content and try again.

—]|||[r co NTOSO Microsoft Defender for Cloud Apps

AT
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How can Inova Solutions help?
Our tech team and partners stand ready to
assist.

Understand where you Continuously monitor
currently are and how to your IT estate to detect
bridge the gaps to and stop any active
where you want to be. threats.

Use our free guides and
checklists to help build
your roadmap.

Deploy and configure
tools based on
assessment findings.
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