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| Inova Solutions es

S pasaporte
a la nube!

Inova Solutions es el proveedor de confianza de
Microsoft para soluciones en la nube en el Caribe y
Ecuador. Somos un socio de soluciones de
Microsoft con amplio conocimiento en licencias de
software. Nuestra historia comenzé en 2009 y

seguimos escribiéndola hoy.
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Conozca los MDs
Mision
Empoderar a empresas de
todos los tamanos a crear

ventajas de negocio a través
de la transformacion digital.

spammi

Commercial Managing Director

Johan Rog

Financial Managing Director
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SOLUTIONS

La tecnologia
nos fascina
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El panorama digital
es cada vez mas

mplej ®
complejo .
Mas datos: crecimiento acelerado de
aplicaciones y generacion de datos
Mas lugares: Datos viven en multiples nubes; ®
trabajo hibrido require acceso seguro desde
°

cualquier ubicacion.

M4ds amenazas: numero y escala de ataques
estda aumentando, y las herramientas maliciosas
son cada vez mas faciles de accesar O

Mas requisitos: cambios legislativos, nuevas
regulaciones y nuevas tecnologias todos tiene
impacto en seguridad y gobernanza °


Presenter Notes
Presentation Notes
Cuando el mundo era más simple, controlar el acceso digital era relativamente sencillo. Solo se trataba de establecer el perímetro y dejar entrar solo a las personas adecuadas. Pero con el rápido aumento en el volumen de identidades (empleados, socios, clientes, cargas de trabajo) que necesitan ser manejadas y protegidas, simplemente establecer un perímetro ya no es sostenible.

Hoy en día, los ataques están aumentando en número y sofisticación. El panorama digital actual y sus desafíos incluyen:
Crecimiento acelerado de aplicaciones, dentro y fuera de la red corporativa, que requieren acceso seguro
El trabajo híbrido requiere una experiencia fluida y flexible mientras mantiene el acceso seguro
Los ataques de identidad están en aumento: hay 1,287 ataques de contraseña cada segundo, más de 111 millones al día. El año pasado, los ataques de repetición de brechas de contraseñas crecieron a 5.8 mil millones por mes, mientras que los ataques de phishing aumentaron a 31 millones por mes y los ataques de rociado de contraseñas se dispararon a cinco millones por mes.
Regulaciones en evolución con implicaciones de privacidad y seguridad de datos

Los desafíos de seguridad se han vuelto mucho más amplios, por lo que necesitamos soluciones más amplias.


Las organizaciones, pequenas y grandes,
enfrentan las mismas amenazas
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Dado que enfrentamos un panorama tan
complejo, enfoquemonos hoy en tres retos

Tresr
€5 etos q Uue de particular importancia en 2025. Sin
ad p remian importar el tamafio de su empresa, estos

tres temas son clave para su organizacion.

Inteligencia Continuidad de Proteccion de

Artificial negocios identidades
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Artificial: n
divulgue su
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SOLUTIONS
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* WHERE YOUR
CHILDREN
ARE?




- :

1. 2024 Work Trend Index Annual Report from Microsoft and LinkedIn: Al at Work Is Here. Now Comes
2. Securing data in an Al-first world with Microsoft Purview, Nov 15, 2023
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La IA existe
en su
empresa
aunque no lo
sepa




UTIONS

;Como logro

\tomar el control?

9-afe00c0e8cd9

Reports
Information

® protection
Sensitivity label coverage Data scanning summary
Overview
beled and unlabeled items c oss your data sou napshot of data source scans acros: d platforms.
Reports
e

Sensitivity labels

» — ‘ Entra ID y accesos

Label publishing policies
Auto-labeling poli

Protection polic
© Libeled @ Not Labeled @ Fully Scanned

Sensitive info types

EDM dlassifiers
Resources

Stay informed about Information Protection

On-demand dlassification

ed solutions
Data Lifecycle Management

Data Loss Prevention Follow setup guide

[0 Read the official docs

inovacorporation.com
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Configure usuarios, grupos y accesos

Home > Inova Service Delivery > Groups
Home

& Groups | All groups

What's new Inova Service Delivery

Diagnose & solve problems R Newgroup ¥ Download groups () Refresh 22 Manage view &' Got feedback?
@ overview

Favorites &8 All groups ‘ ‘ £ search Y Add filter

& Deleted groups Search mode 0 Contains

Identi i
ty # Diagnose and solve problems 5 groups found
Qverview Settings
D MName 7 Object Id Group type
Users {é’% General

5% Expiration ﬂ All Company ced052bc-64a0-4586-3443-0bb4{757a6ad Microsoft 365
Groups

€ Naming policy Copilot Journey eb293a0a-0d88-467c-a8ed-c84edaa9042b  Microsoft 365
Overview

Activity ; . _
- Equipo de prueba £818d40f-2314-4f57-ace0-12582bf0b247 Microsoft 365
All groups

&b Privileged Identity Management

leted Hospitales £l Coqui 18d453af-a1fa-4c5f-b894-ae16c2b9a7h Microsoft 365
Pz e = Access reviews

Group settings & Auditlogs Inova Service Delivery 1da079a6-a394-46cf-0603-412c4274b1a Microsoft 265

% Bulk operation results
&1 Devices ’

Troubleshooting + Support
A Applications 9 PP

& MNew support request
E| Protection

@ Identity Governance

EISEI External Identities

Show more
Protection

Learn & support pration.com 1 3




Asegure que sus datos estén etiquetados

Sensitivity labels

@ You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this, you must first complete these steps to enable the feature.

Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example, you can create labels
that encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels

-+ Create alabel [ Publish labels - Export () Refresh 5 items

U

= Name Priority Scope Created by Last modified

Personal Files & other data assets, Emai

Public 1 Files & other data assets, Email

General 2 Files & other data assets, Emai Sep 20

Anyone (unrestricted) Files & other data assets, Emai Sep 20, 2023 5:1%:25 PM

All Employees (unrestricted) P Files & other data assets, Email Sep 20, 2023 5:1%:26 PM

Confidentia Files & other data assets, Email Sep 20 19:27 PM

Anyone (unrestricted) Files & other data assets, Emai Sep 20, 2023 5:1%:30 PM

All Employees Files & other data assets, Emal Sep 20, 2023 5:3455 PM

Trusted People Files & other data assets, Email Sep 20, 2023 5:1%:36 PM

Highly Confidentia Files & other data assets, Email Sep 20, 2023 5:19:37 PM

All Employees o Files & other data assets, Emai Sep 20 5:34:56 PM

O
O
O
0]
O
O
O
O
O
O
O
O

Specified People o Files & other data assets, Email Sep 20, 2023 5:1%9:42 PM
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Utilice data loss prevention (DLP)

Data Loss
Prevention

Overview
Policies
Alerts

Classifiers

Trainable classifiers
Sensitive info types

EDM classifiers
On-demand classification

Collection policies  Preview

Explorers

@8 Diagnostics

Related solutions
¢ Information Protection

% Insider Risk Management

Overview

Nestor, complete the listed tasks to access analytics with insights and tailored DLP policy recommendations

Learn about analytics

Review the provided Microsoft documentation and instructional videos to learn the functionality.

Turn on analytics for risk detection and policy refinement opportunities (preview)
Enabling analytics allows you to detect potential risks, discover blind spots and find opportunities for policy improvement or fine-tuning.

DLP resources

Stay informed about DLP

‘We're constantly updating our DLP features to make sure your organizaticn can identify, monitor, and protect sensitive info across
the expanding Microsoft 365 landscape. Check these resources often to keep up-to-date on the latest enhancements.

Follow setup guide
Read the official DLP docs

Get the latest news on DLP

Top activities detected

No activity detected

Either there's been nao file activity or you haven't turned on
auditing to track user and admin activity.

Device health overview

All devices are updated

These devices may not be fully protected until they are
correctly configured and policies have synced.

@ 2 minutes n

e
Highly recommended 5 2 minutes

Protect sensitive info

Protect Sensitive Information

T Insight
157 unprotected docs in SharePoint and CneDrive contain sensitive financial,
healthcare, human resource (HR), IP and trade secrets, or customer account info.

Recommended action
Create the recommended DLP policies that detect these types of documents and
notify you when it's shared with people outside your org.

Explore DLP analytics

147 Documents containing
medical/healthcare
data

1 Documents containing IP
and trade secrets data

10 Documents containing
customer account data

68 Documents containing
financial data

71 Documents containing
human resources data

inovacorporation.com




Empiece rapido con Restricted Sharepoint Search Ineva

SOLUTIONS

PowerShell ™ Copy

Set-SPOTenantRestrictedsearchMode -Mode Enabled

(D Note

Once enabled, any new sites created are excluded unless they're added to the allowed list.

Restricted SharePoint Search is off by default. If you decide to enable it, Copilot and non-Copilot users are able to find
and use content from:

e An allowed list of curated SharePoint sites set up by admins (with up to 700 SharePoint sites), honoring sites’
existing permissions.

e Users’ OneDrive files, chats, emails, calendars they have access to.

¢ Files from their frequently visited SharePoint sites.

¢ Files that were shared directly with the users.

® Files that the users viewed, edited, or created.

inovacorporation.com 16



SharePoint admin center

Home

Sites

Active sites

Deleted sites

Containers
Policies

Settings
Content services
Migration
Reports
Advanced

More features

Advanced management | PRo

Customize navigation

Show all

Active sites

Use this page to sort and filter sites and change site settings.

Learn more about managing sites

—+ Create f Edit rQy Membership &8 Hub v R Sharing [

Site name T
Deutschland
Employees
Finance 10
Governance
Group Paris
GT365

Home

Ignite

Intranet

IT-News
IT-Project Chicago
IT-Project Orlando
IT-Project Seattle
IT-Project Wien

IT-Team Alpha

X ]

URL v

../sites/de

.../sites/Employees

../sites/finance10

../sites/Governance

.../sites/groupparis

../sites/GT365

../sites/Home

.../sites/Ignite

.../sites/Intranet

../sites/it-news

.../sites/IT-ProjectChicago

../sites/projectorlando

.../sites/IT-ProjectSeattle

.../sites/IT-ProjectWien

.../sites/IT-TeamAlpha

Ignite

Private team

= Email &% Open in Teams 583 View site

Demos for Ignite

General Activity Membership Settings

[

Email

‘:‘ Let people outside the organization email this team

\7\ Send copies of team emails and events to team
members' inboxes

\:\ Don't show team email address in Outlook

External file sharing (D

New and existing guests

More sharing settings

Restrict content from Microsoft 365 Copilot () Pro

OOn

Delete

Privacy

Private

() public

Sensitivity label (O

I None

Restricted site access () PrO
Site access restriction is off at the organisation level.
Edit




SAM: Maneje los sitios inactivos Ineva

Site lifecycle management o

Use this page to create and manage policies that automate tasks across the lifecycle of your sites.

Inactive site policies
Number of policies: 0

Create and configure policies to:
e |dentify inactive sites
e Send notifications to site owners or admins
e Automatically archive or mark sites in read-only

Open

inovacorporation.com 18



SAM: Maneje los sitios inactivos

Create an inactive site policy

Home

tes Overview Manage inactive sites

Active sites

. Scope
Deleted sites E This policy will:

Containers S —
Configuration £ Generate reports of inactive sites

Sites are included in a monthly inactive sites report if they have had no visits, edits,
or file actions, and no activity on any connected resources like Microsoft Teams, Viva
Engage, and Exchange within a time period that you set.

Sites excluded from policy: OneDrive, System, App catalog, Root, Home and Admin sites.

Policies

Sharing Finish

Access control

L Send monthly emails to site owners or site admins
Site lifecycle management ‘ ‘ g ‘ ) o :
Site owners receive an email each month asking them to review their inactive sites

Settings and choose whether to keep or delete them.

Content services @ Act on sites that are inactive for more than 3 months

If there is no action from site owners or admins after 3 notifications, you can
Migration configure the policy to:

e Archive sites or set site access to read only
Reports e Opt to take no action

App insights
Learn more about managing_inactive sites

Change history
Data access governance
OneDrive accounts

Advanced

API access

inovacorporation.com




SAM: Maneje los sitios inactivos Ineva

Create an inactive site policy

Overview configure poncy
Scope

How long after the last activity should a site be considered inactive?

Configuration 6 months

| Includes activity on the site, files, and any connected resources like Microsoft Teams, Viva Engage, or Exchange.
O

Finish Who should be notified via email if site has been inactive? *

Recipients will be able to certify the site to keep it active.

Site owners

Site admins

What action should the policy take on inactive sites that have not been certified by
site owners or site admins after 3 notifications? *

@ Enforcement actions cannot be edited after policy creation

ake an enforcement
Users will be able to access the site content depending on the selected action.

Select an enforcement type:

Read-only access

Users can view site content, but can't edit it.

RECOMMENDED

Turn on Microsoft 365 Archive

Free up storage space without deleting any data by archiving inactive sites.
Archive lets you store sites you don't use, but need to keep, at a lower cost.
You can reactivate archived sites when you need them.

Learn how to turn on Archive

inovacorporation.com 20



SAM: Maneje los accesos a sus sitios

Access control

Home
Use these settings to restrict how users are allowed to access content in SharePoint and OneDrive.
Sites

Active sites )
Unmanaged devices

HE g e Restrict access from devices that aren't compliant or joined to a domain.

Containers

Policies . .
Idle session sign-out

Sharing Automatically sign out users from inactive browser sessions.

Access control

Site lifecycle management .
¥ - Network location

Settings Allow access only from specific IP addresses.

Content services

Migration Apps that don't use modern authentication
Block access from Office 2010 and other apps that can't enforce device-based restrictions.

Reports

App insights
Site-level access restriction  ero

Ch hist . w0 - :
Sl Allow SharePoint and Global Administrators to restrict access to sites.

Data access governance

OneDrive accounts

OneDrive access restriction

Advanced . 2 ’
Restrict access to OneDrive content by security group.

APl access
More features

Advanced management  Pro

inovacorporation.com 21




e los accesos a sus sitios

Access control . .
Home Site-level access restriction
Use these settings to restrict how users are allowed to access content in SharePoint an

X

Close

Sites
This setting lets you and other Global or SharePoint Administrators restrict access to

Active sites sites across your organization. You can restrict the site access to security groups and
o ¢ Microsoft 365 groups. This applies to group-connected, Teams-connected, and non-
Deleted sites ] ass from d group connected sites, giving you control over who can access the site's content.

Containers Learn more about Restricted Access Control for SharePoint sites

Policies D Allow access restriction

Idle session sign-out

Sharing Automatically sign out us om inactive br
| Access control
Site lifecycle management .
’ - Network location
Settings Allow acces y from specific IP addresses.

Content services

Nisebang gns sl —
Migration APPS that 1 tion
Block access from Of 2010and o n't enforce device-based re

Reports

App insights )
iction | ero

Change history = -reTe
’ rePoint and Global Admin

Data access governance

OneDrive accounts
restriction

Advanced )
nt by security group.

API access

More features
Advanced management  PRO

Customize navigation

Show all

inovacorporation.com 22




Continuidad de
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Ineva

SOLUTIONS

Las empresas
pierden data
SaaS todos
los dias

Los proveedores de aplicaciones SaaS son resp
remediar sus propios errores, no los de ¢

inovacorporation.com 24



Ineva

Su Responsabilidad

@ Error humano
Fallos en hardware

@ Error en su
configuracion
* o o . o
Desastres naturales @ Actividad maliciosa

Perdidas de energia interna/externa

Solicitudes de @ Ransomware y viruses
eliminacion de datos

Fallos en software

Responsabilidad del suplidor



Recuperacion
PrOteCCién Restaure su data a la fuente o a otra

, : ubicacion rapidamente. Sus datos
Sus datos estan protegidos, con tres

backuos diarios automaticos y backups

siempre estaran a salvo con espacio y

retencion infinitas.
on demand.

Cumplimiento Compatibilidad

Cumpla con requisitos regulatorios de Nuestra solucién puede hacer backup
continuidad de negocios y proteccion de Microsoft 365, G Suite y Salesforce.

de datos.

" Una solucién confiable c/oud to

C/OUd inovacorporation.com
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> Ineva

Guardian 360 — Data Backup

Nuestra solucion de backups se instala de manera rapida y facil. Funciona a través de app registrations, asi

gue no almacena credenciales. Sus datos estan cifrados end-to-end, asegurando su seguridad.

03

Cifrado end to end

01 05

Espacio y retencion \ HIPAA, GDPR, y otros
infinitos

'3 backups diarios DEMO 2 Infraestructura
h SOC Il Type 2

inovacorporation.com 27



SOLUTIONS




2. Las identidades son su nuevo
Ineva

SOLUTIONS

perimetro:

Ya no basta con proteger la red local
Pero 0jo: tampoco basta con solo MFA

"Zero Trust” es cada vez mas importante

Verify Explicitly

identidades
son las “llaves
del Reino”

Least privilege access
Assume breach
No basta con el seguro, hace falta una alarma con

monitoreo continuo

Entonces, ;quée hago?
;Donde empiezo?

29



- 3 pasos para comenzar a
asegurar su empresa

SOLUTIONS

1. Determine si el aplican regulaciones y cuales
A. GDPR, HIPAA, ISO27001, etc.
B. Mapping de controles a configuraciones
2. Configure y verifique
A. Despliegue configuraciones a sus usuarios y asegure que
permanezcan
3. Monitoree
A. Nada es infallible
B. Monitoree actividad sospechosa para mitigar brechas

inovacorporation.com 30
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Tres SOIUCioneS A pesar de que enfrentamos un panorama

complejo, hemos visto soluciones que le

pa 'a SU em p Fresd pueden ayudar a hacer frente a sus retos.

Guardian 360

Labels DLP SAM. Guardian 360 it

DSPM for Al Data Backup Management




Ineva

SOLUTIONS
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Solo para PyMES: Ineva

Servicios incluidos

. Todo en uno -

Monitoreo 24/7 y mantenimiento

Este servicio premium es su solucion todo en uno para: * Monitoreo de PC, servidor y M365

* Mantenimiento y parches
* Informes de comprobacion del estado

. del sist
Seguridad «  Soporte de Tl S
o < e 4 Ciberseguridad y backup
Backup *  Optimizacion de gastos " Monitoreo de antivirus e EDR
« Manejo de cloud « Cuota mensual predecible  Suardian ggggggjr?;c;u;;agemem
" _J

» Configuracion de mejores practicas de
M365
» Simulacién de phishing y awareness

[ Con Inova, tendra ] training

Virtual CIO y Optimizacion

v w  Planificacion y roadmap de TI
@ $ * Optimizacién de costos de M365y
D Azure

* Revision y planificacion de la adopcion

Soporte Always- Mejor Seguridad ——— Costos predecibles =™ Paz mental de M365
On Defensa contra Precio mensual fijo sin SLAs claros, * Status Updates trimestrales
Expertos listos para amenazas y pérdida sorpresas herramientas o
ayudar, en cualquier de datos. comprobadas y equipo Apoyo técnicoy helpdesk
momento regional de confianza * Incidencias ilimitadas/mes incluidas

+ Asistencia remota y resolucion de
problemas
» SLA rapido para reducir el downtime

o > o o
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Inova Solutions les puede ayudar

HE Microsoft

Solutions partner

1  Copilot Security Assessment 2 G360 - Data backup 3 G360 - Security management

Una evaluacion profunda de
sus politicas de proteccion de
datos

Ajustado a su licenciamiento

Incluye implementacion de
mejores practictas

Soluciéon de backup para M365,
G Suite y Salesforce

Seguridad y cumplimiento
built-in

Puede ser manejado por su
equipo o el nuestro

Solucion de monitoreo para la
seguridad de su tenant de
M365

Evalle su tenant contra un
baseline personalizado

Planes incluyen monitoreo,
remediacion de incidentes e
informes continuos

Desde Desde P/M besde P/M
USD $1,200 USD $3 USD $6
4 Inova Shield — Managed Services
Una Unica suscripcion para las necesidades de Tl de su PyME.
Desde

Al momento, limitado a empresas de 50 asientos o menos.

USD $125 "




La oferta: solo por los proximos 7 dias

1

Una evaluacion profunda de
sus politicas de proteccion de
datos

Ajustado a su licenciamiento

Incluye implementacion de
mejores practictas

Desde

USD $850

Copilot Security Assessment

2 G360 - Data backup

Soluciéon de backup para M365,
G Suite y Salesforce

Seguridad y cumplimiento
built-in

Puede ser manejado por su

equipo o el nuestro

Desde

USD $1.95 "

HE Microsoft

3 G360 - Security management

Solucion de monitoreo para la
seguridad de su tenant de
M365

Evalle su tenant contra un
baseline personalizado

Planes incluyen monitoreo,
remediacion de incidentes e
informes continuos

Desde

USD $4.75 "

4

Inova Shield — Managed Services

Una Unica suscripcion para las necesidades de Tl de su PyME.

Al momento, limitado a empresas de 50 asientos o menos.

Desde

USD $90" "

Solutions partner




Ineva

SOLUTIONS

iGracias!
7 (787) 793 2414

¢Dudas o preguntas? P ———

Luego, a disfrutar.

® inovacorporation.com
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