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House Rules
 This session is being recorded – The recording will be shared after the event.
 Stable connection recommended – For the best experience, ensure a reliable 

internet connection.
 Mics will be muted – If you'd like to speak, please raise your hand to request 

unmute.
 Hands-on experience! – Make sure you have the right access 
    and devices to follow along.



Inova Solutions is the strongest regional Microsoft 
Solutions Partner with offices in Curacao, Jamaica, 
Puerto Rico, Ecuador. In 16 years, we developed
ourselves as the largest player for high-end
Microsoft solutions across the Caribbean, 
delivering trusted high-end IT services.

Inova Solutions is 
Your passport 
to the cloud!
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Meet our MDs

Mission
Empowering organizations 
of all sizes to create business 
advantages by adopting 
digital transformation. Hans Kruithof

Commercial Managing DirectorJohan Rog
Financial Managing Director
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10 tips to get started with Secure Score 

1. Follow best practice 
basics

2. Identity best practices
3. Enable Defender for 

Office 365
4. Safe Attachments
5. Safe Links

6. Disable mail 
forwarding

7. Enable common 
attachment filters

8. MailTips
9. Impersonation 

Protection
10. Teams meeting 

permissions

Last session Today
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When it comes to 
cybersecurity, the 
alarm bells are 
always ringing



• Microsoft's definition: Microsoft Secure Score is 
a measurement of an organization's security 
posture, with a higher number indicating more 
recommended actions taken.

• In plain English: An easy way to estimate how 
well your tenant adhere's to Microsoft's security 
best practices.

• Where to find it: In the Defender portal.
o https://security.microsoft.com/securescore

What is the Microsoft 
365 Secure Score
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1. Best 
Practice  Basics



What are some basic best practices?
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1. Follow the principle of least privilege

A. What is Principle of Least Privilege (POLP)? | CrowdStrike

2. Set up unified audit log (AND MONITOR IT)
A. Get-AdminAuditLogConfig | Format-List UnifiedAuditLogIngestionEnabled

3. Have break glass accounts

A. Break Glass account – and how to get notified when a Break Glass 

account is used – Blog - Sonne´s Cloud

B. Manage emergency access admin accounts - Microsoft Entra ID | 

Microsoft Learn

https://www.crowdstrike.com/en-us/cybersecurity-101/identity-protection/principle-of-least-privilege-polp/
https://blog.sonnes.cloud/break-glass-account-and-how-to-get-notified-when-a-break-glass-account-is-used/
https://blog.sonnes.cloud/break-glass-account-and-how-to-get-notified-when-a-break-glass-account-is-used/
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access
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2. Identity Best 
Practices



Identity Best practices
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1. Multi factor Authentication

A. Set up for admins or all users?

1. What are your additional auth factors?

A. Email, phone, authenticator

B. Phishing resistant: FIDO, Passkey, Windows Hello

2. Security defaults (all licenses) vs Conditional Access (Entra ID P1)

3. Remember your break glass accounts

2. Password Expiration



Your MFA Options: Security Defaults
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Providing a default level of security in Microsoft Entra ID - 
Microsoft Entra | Microsoft Learn

https://learn.microsoft.com/en-us/entra/fundamentals/security-defaults
https://learn.microsoft.com/en-us/entra/fundamentals/security-defaults


Your MFA Options: Conditional Access
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Start by ensuring Per-user MFA is off



Your MFA Options: Conditional Access
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Your MFA Options: Conditional Access

18inovacorporation.com



Your MFA Options: Conditional Access
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Your MFA Options: Conditional Access
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Set up multifactor authentication for 
users - Microsoft 365 admin | 
Microsoft Learn

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication?view=o365-worldwide


Identity Best practices
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1. Multi factor Authentication

A. Set up for admins or all users?

B. What are your additional auth factors?

A. Email, phone, authenticator

B. Phishing resistant: FIDO, Passkey, Windows Hello

C. Security defaults (all licenses) vs Conditional Access (Entra ID P1)

D. Remember your break glass accounts

2. Password Expiration



Password Expiration Policy
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https://go.microsoft.com/fwlink/p/?linkid=2072756 

https://go.microsoft.com/fwlink/p/?linkid=2072756
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3. Enable 
Defender for 
Office 365



What is Defender for Office 365?
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1. Add-on that protects against threats in email, links (URLS), file attachments, 

and collaboration tools.

A. Why do I need Microsoft Defender for Office 365? - Microsoft Defender 

for Office 365 | Microsoft Learn

2. Must be configured; not on by default

https://learn.microsoft.com/en-us/defender-office-365/mdo-about
https://learn.microsoft.com/en-us/defender-office-365/mdo-about
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4. Create a Safe 
Attachments 
policy



Turn on DfO365: Safe Attachments
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https://security.microsoft.com/safeattachmentv2 

https://security.microsoft.com/safeattachmentv2


Turn on DfO365: Safe Attachments
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Turn on DfO365: Safe Attachments
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Turn on DfO365: Safe Attachments
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5. Create a Safe 
Links policy



Turn on DfO365: Safe Links
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Turn on DfO365: Safe Links
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Turn on DfO365: Preset Security Policies
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Microsoft recommendations for EOP and Defender for Office 365 security 
settings - Microsoft Defender for Office 365 | Microsoft Learn

https://learn.microsoft.com/en-us/defender-office-365/recommended-settings-for-eop-and-office365#microsoft-defender-for-office-365-security
https://learn.microsoft.com/en-us/defender-office-365/recommended-settings-for-eop-and-office365#microsoft-defender-for-office-365-security


Turn on DfO365: Preset Security Policies
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Microsoft recommendations for EOP and Defender for Office 365 security 
settings - Microsoft Defender for Office 365 | Microsoft Learn

https://learn.microsoft.com/en-us/defender-office-365/recommended-settings-for-eop-and-office365#microsoft-defender-for-office-365-security
https://learn.microsoft.com/en-us/defender-office-365/recommended-settings-for-eop-and-office365#microsoft-defender-for-office-365-security
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BONUS: Disable 
legacy authentication



Disable legacy authentication
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Disable legacy authentication
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BONUS: Create break 
glass accounts



Why would you want break glass accounts?
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1. Multi factor Authentication methods may be unavailable

A. Cell phone service unavailable

B. Phone destroyed/lost/stolen

C. Configuration mistakes

2. Activated only in an emergency, using a predefined process

3. Ideally have at least two break glass accounts

4. Cloud and on-prem break glass should be kept separate



Break Glass key concepts
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1. Break glass accounts do not belong to a single person

2. Break glass accounts are strictly monitored

3. Can have MFA, but not based on a personal device

A. MFA devices should be stored in a known, accessible location

B. FIDO passkey or Certificate-based auth recommended

4. Activation of break glass account should involve both technical and business 

process steps

5. Credential must not expire or be in scope of automated cleanup due to lack 

of use.



Break glass account: User creation
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Break glass account: User creation
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Break glass account: Monitoring
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We'll use Azure for this one.



Break glass account: Monitoring
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Break glass account: Monitoring
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Break glass account: Monitoring
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Break glass account: Monitoring
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Break glass account: Monitoring
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// Search for multiple Object IDs (UserIds) 

SigninLogs 
| project UserId 
| where UserId == "[Object IID 1]" or UserId == 
"[Object ID 2]"



Break glass account: Monitoring
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Break glass account: Monitoring
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Break glass account: Monitoring
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Break Glass: additional considerations
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1. If account use is detected:

o Preserve the logs from Microsoft Entra 

o Conduct a review of the usage to determine why the account was used 

and actions performed

2. Test break glass accounts

o Confirm access, function, and monitoring

o Review who has access to accounts

o Review access request process

o At least once every 90 days, or when key changes occur (staff or config)
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Previous Session Recap
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1. Follow best practice basics (least permissions required, break glass accounts)

2. Identity best practices (MFA, Conditional Access, Password Expiration)

3. Enable Defender for Office 365 (Add-on that protects against threats in 

email, links (URLS), file attachments)

4. Safe Attachments (scan attachments to identify malware)

5. Safe Links (scan and open links to identify malware)
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6. Disable all Mail 
Forwarding



Disable ALL Mail Forwarding?
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1. Well, kinda…

A. There might be a reason to keep some mail forwarding, but ensure it’s 

well documented

B. Ideally, no external mail forwarding

2. Two steps:

1. Manual removal of transport rules

2. Set up anti-spam outbound policy



Disable Mail FW: Transport Rules
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Check rules to remove all external 
email FW

Check via PS
Get-TransportRule | Where-Object 
{$_.RedirectMessageTo -ne $null} | ft
Name,RedirectMessageTo



Disable Mail FW: Outbound Spam
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7. Enable 
Attachment 
Types Filter



Enable Attachment Types Filter
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• Files commonly used to deliver malware

• Executables (.exe, .scr, .js)

• Script files (.vbs, .bat, .cmd)

• Compressed files (.zip, .jar) depending on policy

• Application in form a file which will run as soon as it is downloaded.

- Scan your hardware

- Scan your networks

- Install Malware



Enable Attachment Types Filter

62inovacorporation.com



Enable Attachment Types Filter
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Enable Attachment Types Filter
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8. Enable MailTips



What Are MailTips?
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• Informative messages when composing an email

• Analyze email content, including recipients to detect potential problems

• Implemented as a web service in Exchange 



Benefits of MailTips
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• Increase Productivity
Avoid sending email to out of office team members, users with mailbox full

• Avoid Non-Delivery Reports (NDR)
Sending messages to invalid internal or restricted recipient

• Preventing Data Leakage
Prevent sending email to external users, large distribution groups, or reply-all on BCC email



Enable MailTips
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1. Run Microsoft Exchange Online PowerShell Module

2. Connect using "Connect-ExchangeOnline"

3. Run the following PowerShell command:
Set-OrganizationConfig -MailTipsAllTipsEnabled $true -MailTipsExternalRecipientsTipsEnabled $true -

MailTipsGroupMetricsEnabled $true -MailTipsLargeAudienceThreshold '25'

Connect to Exchange Online Guideline:

Connect to Exchange Online PowerShell | Microsoft Learn

https://learn.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell?view=exchange-ps
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9. Enable 
Impersonation 
Protection



Types of Impersonation?
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• A fraudster pretending to be someone in your organization.

• Will create a fake account that is similar to someone in your organization.

- Most likely the CEO or management position.

• Skippie@contoso.com -> Skippie@contososo.com

• Send emails to someone in your department for payments.

• Impersonation Protection -> User & Domain

• Requirements: Microsoft Defender Plan 2

mailto:Skippie@contoso.com
mailto:Skippie@contososo.com


Enable Impersonation
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Enable Impersonation
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Enable Impersonation
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Enable Impersonation
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Enable Impersonation
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Enable Impersonation
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10. Configure 
Teams Meeting 
Permissions



Why is Meeting Permissions Important?
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• Prevents Accidental Data Exposure

- Unauthorized attendees

- Accidentally share sensitive information 

• Actions:

1. Configure which users can present in Teams

2. Configure which users should be automatically admitted to Teams



Teams Permissions: Configure Presenter
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Teams Permissions: Configure Presenter
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Teams Permissions: Configure Presenter
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Teams Permissions: Auto-Admit to Meetings
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BONUS: Alert on New 
Mail Forwarding Rules



How to Implement?
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How to Implement?
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How to Implement?
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How to Implement?
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How to Implement?
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How to Implement?
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How to Implement?

90inovacorporation.com



91inovacorporation.com

BONUS: Rate Limiting



I taught More Emails were Always Good
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Problem:

If a user account is compromised (via phishing or malware), attackers often:
• Send thousands of external emails quickly

• Try to spread malware, phishing links, or spam

• Target clients, partners, or other users with your company’s reputation

This leads to:
• Email blacklisting of your domain

• Loss of reputation with external parties

• Data leakage



Solution: Limiting the Recipients
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Limiting the number of External 

recipients a user can email per hour

Limiting the number of internal 

recipients a user can email per hour



Limiting the Number of External Recipients
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Limiting the Number of External Recipients
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Limiting the Number of External Recipients
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Limiting the Number of External Recipients
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I'm a small 
organization. I 
can't do all this 
myself.



The offer: only for the next 30 days
2Cloud + Copilot Security Assessment1 3G360 – Data backup & protect G360 – Security management

A thorough assessment of your 
tenant security + data 
protection policies

Adjusted to your licensing

Includes implementation of 
best practices

Backup solution for Microsoft 
365, G Suite, and Salesforce

Built-in security and 
compliance

Can be managed by your team 
or ours

Monitoring solution for the 
security of your M365 tenant

Evaluate your tenant against a 
custom baseline

Plans include monitoring, 
incident remediation, and 
continuous reporting

Starting at

USD $3150
Starting at

USD $2.25P/M
Starting at

USD $5.75P/M

Inova Shield – Managed Services4

A single subscription for your SMB's IT needs.

Currently limited to businesses with 50 seats or fewer.

Starting at

USD $115P/M



Thank 
you! (787) 793 2414

inovacorporation.com

sales@inovacorporation.com

Let’s connect

100inovacorporation.com
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